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This paper is in response to members’ requests to provide a summary of good practice within one 
source document and is based upon the Society of Underwriting Professionals’ understanding of 
the regulator’s rules and current stance. Whilst a summary, it is not intended to be exhaustive and 
should not be relied upon at the exclusion of other sources of information. ©2020 The Chartered Insurance Institute
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Technology has revolutionised and democratised access to a huge sway of goods and 
services, both for the individual and businesses, large and small. Last year Amazon 
turned 25 and it now controls over 6% of retail consumer spending in the US, such is 
the impact that technology brings. But far from just the convenience of having your 
Christmas presents turn up within two hours of ordering, technology had enabled 
the mundane. As such we can often pay little regard for what is actually enabling the 
services we take for granted.

This is only the first challenge for the cyber underwriter. Creating an understanding 
with the insured of where and how liabilities may arise. Equally important is how we 
ensure that the products we create are fit for and understood by their buyers, and how 
we can mitigate risk through better awareness. Finally, how to operate in a field that is 
probably more dynamic than any we have seen before.

As an emerging area cyber cover is likely to change. There are some consumers that 
feel the cover should be intrinsic within other combined insurance policies, on the 
other hand the differentiation within the cover that insurers have taken has so far been 
significant, meaning the simple comparison of a homogeneous cyber cover is nearly 
impossible. Thus even defining whether cyber coverage is included is an art in itself.

This Good Practice Guide navigates an immensely complicated field by providing 
a look at the key topics underwriters need to consider in the design, build and 
maintenance of a cyber product along with key considerations to identify whether 
existing portfolios may suffer from hidden cyber.

This will undoubtedly be just one of the guides that we offer on this topic as the issues 
and complexities emerge in the coming years.

Foreword

Philip Williams

Non-Executive Director,

Society of Underwriting 
Professionals
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What is meant by ‘cyber’?
Cyber is one of the most commonly used terms used in insurance. However, it is also one where clients are finding 
themselves underserved. Cyber is concerned with the loss or damage related to data, with cyber-related incidents now 
one of the most common and ever-changing types of threat that insurers are faced with. Despite this, there are many 
people who still don’t understand what cyber is or have suitable cover.

Cyber first originated in the mid-1990s with the rapid growth of the internet and online databases storing increasing 
amounts of personal data. The need to secure this data, as well as the threat of the ‘millennium bug’ rendering IT 
systems inoperable, meant that any losses sustained required some form of cover. As regulators caught up with the 
growing threat, traditional coverage had to be broadened to include first-party elements of cover, such as business 
interruption and data recovery. As well as cyber crime, cyber can now cover IT system failures and outsourced 
functions if a breach occurs. 

Why is cyber a growing issue?
According to the 2019 “Cyber Security Breaches Survey” by the Department for Digital, Culture & Sport1, a third of 
businesses in England and Wales reported having cyber security breaches or attacks in the last 12 months. As in 
previous years, this is much higher specifically among medium businesses (60%) and large businesses (61%). The 
proportion identifying breaches or attacks (32%) is lower than in 2018 (when it was 43%) and 2017 (46%). At the same 
time, among the 32% of businesses that did identify any breaches or attacks, the average number of incidents has 
increased from two attacks in 2017 to six in 2019.

With such high numbers it might be difficult to understand why more people don’t have any type of cyber cover. The 
reason for this is that there is still a lack of understanding of what cyber actually is, an assumption from clients that they 
are already covered or that cyber won’t affect them. With cyber criminals attacking businesses, both large and small, 
there is no such thing as too low a risk. For example, the cyber attack targeting the NHS in 2017 cost it £92m, proving 
that wherever there is data there is a risk. There has also been an increase of high net-worth (HNW) individuals targeted 
by cyber criminals, holding sensitive data to ransom.

The implementation of the European General Data Protection Regulation (GDPR) in 2018 also made it compulsory for all 
organisations handling and storing personal data to follow a set of rules and standards. This is to protect the personal 
data of individuals as well as making organisations accountable if that data is compromised during a cyber-related 
incident. 

What are the different types of cyber threat?
Cyber is often used as an umbrella term to describe different types of digital threat. The main types include the 
following:

Electronic crime has now overtaken physical crimes like robbery or burglary. With new types of cyber threat evolving 
rapidly (eg social engineering fraud, remote access attacks, vulnerabilities in home automation, mobile fraud and 
utilising artificial intelligence), the sector has to play catch-up as well as anticipating the next type of attack.

1 https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2019

• Data breach – When secured data is compromised by a hacker or 
internal sources who might steal, corrupt or sell the data. 

• Identity theft – When personal data (eg bank details, passwords 
and home address) is cloned with the aim of illegally obtaining 
funds, to commit fraud or to obtain a ransom.  

• Phishing – A type of scam where personal data is obtained under 
false pretences, usually by a spoof e-mail attempting to obtain 
personal information. 

• Virus – Malicious software that can infect networks and drives 
passed on through suspicious downloads and corrupted files, eg 
malware, adware, spyware, ransomware and trojan horses.

• Damage to systems – This occurs if a server is intentionally or 
unintentionally overloaded or attacked to become inoperable.

https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2019
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What should cyber insurance cover?
An effective cyber insurance policy should restore a customer to the position they were in before the incident 
happened.

Cyber generally covers the costs related to the loss or damage to data. It can range from covering the costs to repair 
IT systems to reputational damage to the organisation affected. Cyber policies can be categorised into first-party and 
third-party risks

Underwriters should also be aware of any ‘silent cyber’ risks. These are the gaps in traditional insurance policies that 
are not designed with cyber exposures in mind. By not referring to cyber specifically (unlike standalone cyber policy 
wordings), there is a lack of coverage clarity. This means that any supposed comprehensive cover or extensions need 
to have any cyber-related wording more clearly defined. This might mean that insurers are under more pressure to 
identify, analyse and mitigate their exposures, especially if cyber is not their specialism. However a reinsurance option 
could help insurers obtain more clarity on their cyber exposures, with the option to exclude or recognise the exposure 
in each portfolio and evolve its reinsurance protections for cyber accordingly.

According to Munich Re, global cyber insurance premiums are on course to rise to more than £7 bn by 2020, making 
cyber one of the insurance industry’s fastest growing business lines. However, rating agency Moody’s has warned that 
the understanding of cyber risk is still developing and (re)insurers’ ability to cover it is constrained by their strict risk 
limits. Moody’s also pointed to the silent cyber risk, saying: 

“P&C insurers must prioritize the accurate assessment and management of cyber exposure while also addressing 
challenges that come with underwriting and modeling cyber insurance.

Cyber exposures are already silently embedded in some P&C policies because of ambiguous policy wording or the lack 
of explicit exclusion of cyber risk. However, complexity of claim and coverage issues has raised uncertainty, including 
whether cyber insurance responds to claims for physical damage to property and related business interruption and 
contingent business interruption.

Assessing and quantifying cyber exposure is a top priority for the industry, especially as commercial property 
exposure limits are often multiples of limits provided by standalone cyber policies. Insurers that write large national 
and multinational property accounts are shifting cyber risk to standalone policies or implementing cyber sub-limits or 
exclusions in traditional policies.”2 

First-party insurance covers business related 
costs, including:

• Specialist vendor-led response

• Loss or damage to data and IT systems

• Business interruption

• Extortion

• Customer notification expenses

• Reputational damage

Third-party insurance covers the assets of 
others affected, including:

• Investigation and defence costs related 
to a data breach (including any civil 
damages awarded)

• Multimedia liability (in case of 
defamation)

• Loss of third-party data (including 
compensation costs)

• Damages

2 https://www.moodys.com/research/Moodys-Cyber-insurance-offers-PC-insurers-growth-opportunity-though-assessing--PBC_1186681

https://www.moodys.com/research/Moodys-Cyber-insurance-offers-PC-insurers-growth-opportunity-though-assessing--PBC_1186681
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What information do underwriters need?
When creating a cyber insurance policy, underwriters need to be able to understand the client as well as the risks 
associated with what is being insured. To understand the risk factors involved, a proposal form should be completed 
as comprehensively as possible to give underwriters as clear an idea as possible. Relevant information that should be 
gathered in relation to cyber can include, but not limited to, the following:

Firms should also have codes of best practice that they should adhere to and be able to declare to an underwriter. This 
will help evaluate what controls and precautions are in place, as well as who is responsible. These could include:

• Company information (including location, turnover and value)
•  Details of business activities
•  Details of employee functions and responsibilities
• Details of any websites (including functions, security controls, 

traffic and content)
•  Details of network 
•  How data is stored and processed
•  Claims and insurance history 

• Who is responsible for security and privacy
• Relevant background checks performed
• Access restrictions
• Systems updates
• Written information security policies and procedures
• Processes for vendors used
• Cyber incident response plan
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What other cyber concerns are there?
Now that the General Data Protection Regulation (GDPR) is in full effect, it is likely that there will be an increase in 
GDPR-related claims in the near future. The GDPR places specific legal obligations on processors; for example, firms are 
required to maintain records of personal data and processing activities. 

A firm will have significantly more legal liability if it is responsible for a breach. These obligations for processors are a 
new requirement under the GDPR. Controllers are not relieved of their obligations where a processor is involved – the 
GDPR places further obligations on controller firms to ensure their contracts with processors comply with the GDPR. 
Recognising how to respond to a data breach, reparation costs and any reputational damage will become the basic 
standard for most cyber policy wordings. 

With the increase of artificial intelligence and machine learning, there is a lot of scope for cyber-related incidents 
associated with new technology. Cyber incidents of the future could involve malfunctioning automation, such as smart 
vehicles. Corrupted data could also distort algorithms, and therefore sabotage automated processes.

The increase of targeted personal attacks means that it is not just businesses who need to be concerned with silent 
cyber risks. Individuals may also need to have some sort of cyber coverage in their home and contents insurance. Now 
that the Senior Managers & Certification Regime (SM&CR) is in place, Directors and Officers (D&O) Liability will also 
need to reflect accountability of senior management if they are deemed responsible for preventing a data breach or 
other major cyber-related incident.
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Good practice

1. Use accurate data.
To truly understand the risks of the client you will need honest and accurate threat intelligence data about their security 
controls, cyber history and risk management procedures. This will aid you in understanding how a breach could occur, 
how it is responded to and how it can be resolved. This may also include obtaining publicly available data on the client 
or firm as well as consulting with IT departments, legal teams and marketing. Firms should also have or be able to 
declare sufficient codes of best practice surrounding security and monetary controls to be able to demonstrate their 
risk management. 

2. Be clear about the scope of coverage.
Cyber insurance can be purchased as a standalone policy as well as part of comprehensive cover. Businesses large and 
small should all have some sort of cyber coverage. However, to prevent any gaps in the policy, cyber needs to be clearly 
stated as a type of included cover. The cover should include identifying the cyber threat, how to resolve it and any 
reparation costs. As cyber cover can be customised, it is important to understand the needs and requirements of the 
business or individual requiring it, and the effect a cyber-related incident could have. Whether it’s including business 
interruption, multimedia liability or other reparation costs, the specific requirements of the cyber coverage needs to be 
carefully considered. 

3. Understand how to respond to a cyber incident.
The Information Commissioner’s Office (ICO) considers a personal data breach as any of the following:

• access by an unauthorised third party;

• deliberate or accidental action (or inaction) by a controller or processor;

• sending personal data to an incorrect recipient;

• computing devices containing personal data being lost or stolen;

• alteration of personal data without permission; or

• loss of availability of personal data.

If any of the above has occurred, then an investigation and report to the ICO must take place immediately. Responding 
to a breach too late can be considered just as bad as not having enough security controls in place. All suspected 
breaches must be reported to the ICO within 72 hours. This report must include:

• information on the nature of the breach;

• the approximate number of individuals concerned;

• categories lost;

• details of the likely consequences of the breach; and

• how the breach will be dealt with.

All data subjects affected must also be notified that their data may have been compromised. Any failure to do so could 
result in a fine of up to 4% of a firm’s global revenue or €20 million, whichever is higher. A fine can also be applied if a 
client makes a complaint to the ICO with justifiable concerns that their data has been mishandled. Any organisations 
affected may also suffer reputational damage as an indirect consequence to poor security or a publicised security 
breach.

To prepare for any eventualities, firms should also have robust breach detection, investigation and internal reporting 
procedures in place. This will facilitate decision-making about whether relevant supervisory authority should be notified 
and the affected individuals. They must also keep a record of any personal data breaches, regardless of whether they 
are required to notify. A Data Protection Impact Assessment (DPIA) should be performed beforehand to assess the 
level of risk.
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4. Don’t forget the basics. 
Sometimes the most simple solutions are the most effective. Companies can spend millions of pounds on security 
controls, but something as basic as not protecting a password can bring down an entire organisation. Recommended 
basic precautions include:

• change passwords regularly and don’t use ones that are predictable

• regularly back-up data

• restrict user rights (including ability to download programs and apps, or access to databases)

• report suspicious looking emails

• use antivirus software

• keep up to date with methods used by current cyber criminals

Conclusion
Good cyber security is relevant both to insurers and their customers. The same security advice will apply to the IT 
systems underwriters use as well as the clients they are creating insurance policies for. This is why it is important to stay 
up to date with cyber-related incidents as they adapt and change all of the time. Therefore, a cyber insurance policy 
from five years ago might not necessarily be relevant now. 

To keep up to date, underwriters need to work closely with insurance brokers to make sure that they can recognise if 
their client is at risk, how to cover them appropriately and how to anticipate future risks. This is no easy task, especially 
in a competitive market, but cyber coverage needs to be effective and not just a token add-on. The use of artificial 
intelligence (AI) in business could see a huge change in the type of cyber attack of the future, making it hard to predict 
and therefore cover. New cyber threats that arise during a policy period also present a challenge if a customer finds 
that their insurance quickly becomes outdated. 

Any cyber coverage should be able to restore a customer to the position they were in before the incident happened. 
Getting them back on track with as minimal interruption as possible should be the basic aim of any policy. However, it is 
dealing with the incident itself that will present the biggest challenge as the methods rapidly change. 

Cyber is not going to go away, especially with the increasing reliance on digital technology and automation. These 
will present new threats as well as the existing one. Therefore, underwriters must make sure that any policy wordings 
created reflects the needs and risks of the client as well as remaining up to date. 
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Appendix - Primary Source Material

Association of British Insurers
• Breaking the chain of data breaches and fraud, https://www.abi.org.uk/news/blog-articles/2018/07/breaking-the-

chain-of-data-breaches-and-fraud/

• Cyber risk insurance, https://www.abi.org.uk/products-and-issues/choosing-the-right-insurance/business-insurance/
cyber-risk-insurance/

Chartered Insurance Institute
• An introduction to cyber insurance, https://www.cii.co.uk/learning-index/articles/an-introduction-to-cyber-

insurance/68201

• Cyber crime and the evolution of phishing, https://www.cii.co.uk/learning-index/articles/cyber-crime-and-the-
evolution-of-phishing/68121

Financial Conduct Authority
• Cyber security, https://www.fca.org.uk/publications/research/cyber-security-industry-insights

• Our approach to cyber security in financial services firms, https://www.fca.org.uk/news/speeches/our-approach-
cyber-security-financial-services-firms

GOV.UK
• Cyber Essentials Scheme: overview, https://www.gov.uk/government/publications/cyber-essentials-scheme-

overview

• Cyber insurance market: joint government and industry statement, https://www.gov.uk/government/publications/
cyber-insurance-market-joint-government-and-industry-statement

• Cyber Security Breaches Survey 2019, https://www.gov.uk/government/statistics/cyber-security-breaches-
survey-2019

• Cyber security guidance for business, https://www.gov.uk/government/collections/cyber-security-guidance-for-
business

• UK cyber security: the role of insurance, https://www.gov.uk/government/publications/uk-cyber-security-the-role-of-
insurance

Information Commisioner’s Office
• Report a breach, https://ico.org.uk/for-organisations/report-a-breach/

National Cyber Security Centre
• Advice & guidance, https://www.ncsc.gov.uk/section/advice-guidance/all-topics

https://www.abi.org.uk/news/blog-articles/2018/07/breaking-the-chain-of-data-breaches-and-fraud/
https://www.abi.org.uk/news/blog-articles/2018/07/breaking-the-chain-of-data-breaches-and-fraud/
https://www.abi.org.uk/products-and-issues/choosing-the-right-insurance/business-insurance/cyber-risk-insurance/
https://www.abi.org.uk/products-and-issues/choosing-the-right-insurance/business-insurance/cyber-risk-insurance/
https://www.cii.co.uk/learning-index/articles/an-introduction-to-cyber-insurance/68201
https://www.cii.co.uk/learning-index/articles/an-introduction-to-cyber-insurance/68201
https://www.cii.co.uk/learning-index/articles/cyber-crime-and-the-evolution-of-phishing/68121
https://www.cii.co.uk/learning-index/articles/cyber-crime-and-the-evolution-of-phishing/68121
https://www.fca.org.uk/publications/research/cyber-security-industry-insights
https://www.fca.org.uk/news/speeches/our-approach-cyber-security-financial-services-firms
https://www.fca.org.uk/news/speeches/our-approach-cyber-security-financial-services-firms
http://GOV.UK
https://www.gov.uk/government/publications/cyber-essentials-scheme-overview
https://www.gov.uk/government/publications/cyber-essentials-scheme-overview
https://www.gov.uk/government/publications/cyber-insurance-market-joint-government-and-industry-statement
https://www.gov.uk/government/publications/cyber-insurance-market-joint-government-and-industry-statement
https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2019
https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2019
https://www.gov.uk/government/collections/cyber-security-guidance-for-business
https://www.gov.uk/government/collections/cyber-security-guidance-for-business
https://www.gov.uk/government/publications/uk-cyber-security-the-role-of-insurance
https://www.gov.uk/government/publications/uk-cyber-security-the-role-of-insurance
https://ico.org.uk/for-organisations/report-a-breach/
https://www.ncsc.gov.uk/section/advice-guidance/all-topics



