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R E G U L A T I O N

FUTURE 
LEARNING
James Moorhouse introduces the first issue 

of the new ezine and looks ahead to the 
knowledge and skills which the Society aims  

to provide members

The CII’s policy and 
public affairs team 
produce materials 
covering a wide range 
of subjects including 
UK and European 

regulation, sector developments, 
legislation and regular public affairs 
updates. The newly launched Society 
of Underwriting Professionals (SoUP) 
is designed to create a community, 
as well as provide market-relevant 
continuing professional development 
to its members. 

All members will have access to 
unique content that aims to raise 
levels of professional knowledge and 
technical competence.

One key area for the SoUP is the 
library of good practice guides. These 
newly created guides – written 
specifically for the Society – will 
cover a broad range of topics as part 
of an effort to expand the knowledge 
of underwriters, while examining 
emerging trends. Topics currently 
available include: 
● Becoming dementia-friendly – how 
to be more inclusive of customers and 
employees affected by dementia;
● Senior Managers and Certification 
Regime – improving accountability 
and responsibilities for senior 
managers;
● Vulnerable customers – how 
to recognise the unique needs of 
vulnerable customers;
● Subsidence – how to approach and 
create an effective policy wording;
● Cyber – understanding cyber risks 
and how to underwrite them.

Each good practice guide is 
carefully researched using official 
sources and interviews with technical 
experts from relevant fields. By 
looking at upcoming changes in 
regulation, as well as new trends 
within the profession, the good 
practice guides will provide unique 
and extensive support for members.

 
I MP ROVIN G  TRUST
Each topic will include a look at how 
to improve public trust in what is not 
traditionally a customer-facing role. 
These subjects will also encourage 
underwriters to maintain learning 

while ensuring compliance with 
the CII’s Code of Ethics. Upcoming 
changes in regulation are also 
carefully considered so underwriters 
can think about what they can do now 
in anticipation of new rules. 

The SoUP will also work closely 
with its members and advisory board 
on what the role of the underwriter 
will look like in the future. With the 
increase of automation and machine 
learning, the role must adapt to  
stay relevant. 

The boom of insurtech platforms 
is creating more opportunities 
than ever. This is revolutionising 
the way business is done which 
could strengthen the bond between 
insurance brokers and underwriters. 
By exploring developments in 
technology and how the market is 
evolving, the SoUP will explore the 
skillsets that are changing. ●

 
James Moorhouse is content manager at 
the CII

With directors and officers now  
having greater responsibility as 

regulators toughen up, this should 
be a golden opportunity to sell 
D&O cover. But is it really that 
straightforward? asks Liz Booth

FROM 
THE TOP

In the past couple of years, 
directors’ and officers’ 
(D&O) insurance has been 
on the boardroom radar  
like never before.
Anecdotally, corporate 
risk managers the world 

over will say that convincing board 
members to buy D&O cover is the 
easiest sales pitch of their year.

However, from an underwriters’ 
point of view, the very reasons 
why senior management wants the 
cover are the reasons why insurers 
are taking a hard look at this class 
of business and looking to increase 
premiums significantly.

A series of reports came out at 
the end of 2019 highlighting the 
challenges in this class. For example, →
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2. CLIMATE CHANGE LITIGATION 
ON THE RISE
Failure to disclose climate change 
risks will increasingly result in 
litigation in future. Climate change 
cases have already been brought 
in at least 28 countries around the 
world with three-quarters of those 
cases filed in the US. There are an 
increasing number of cases alleging 
that companies have failed to adjust 
business practices in line with 
changing climate conditions. 

 
3. GROWTH OF SECURITIES CLASS 
ACTIONS GLOBALLY
Securities class actions are growing 
globally as legal environments evolve. 
AGCS has seen increasing receptivity 
of governments around the world to 
collective redress and class actions, 
particularly across Europe but also in 
other territories such as Thailand and 
Saudi Arabia. At the same time the 
level of filing activity in the US has 
been at record highs in recent years 
with more than 400 filings in both 
2017 and 2018, almost double the 
average number of the preceding  
two decades. 

 

4. BANKRUPTCIES AND POLITICA L 
CHALLENGES IMPACT
AGCS expects to see increased 
insolvencies which may potentially 
translate into D&O claims. Business 
insolvencies rose in 2018 by more 
than 10% year-on-year, owing 
to a sharp surge of more than  
60% in China. 

In 2019, business failures are set to 
rise for the third consecutive year by 
more than 6% year-on-year, with 
two out of three countries poised to 
post higher numbers of insolvencies 
than in 2018. 

 

5. L ITIGATION FUNDERS SPREA D 
ACROSS THE WORL D
All of these mega trends are further 
fuelled by litigation funding now 
becoming a global investment class, 
attracting investors hurt by years of 
low interest rates searching for  
higher returns.
 
STATE OF THE M A RK ET
Allianz said that, although it is 
estimated around £11.5bn worth of 
premiums are collected annually for 
D&O insurance the profitability of the 
sector has been challenged in recent 
years due to increasing competition, 
growth in the number of lawsuits and 
rising claims frequency and severity. 
AGCS has seen double digit growth in 
the number of claims it has received 
in the past five years.

This view has been echoed by Helen 
McGee, senior vice president, private 
equity and M&A practice at Marsh, 
who said London market conditions 

have deteriorated markedly since the 
start of 2019, having already started 
firming up in the third and fourth 
quarters of 2018. 

In the first half of 2018, D&O 
market challenges were largely 
limited to US, Canadian, and 
Australian-listed accounts and with 
companies with meaningful claims 
activity. However, these challenges 
have since spread to the wider non-
US-listed commercial D&O market.

And Michael Lea, head of 
management liability at Lockton, 
adds “Around a year ago we began to 
see some pressure from insurers on 
financial lines placements to decrease 
their capacity, increase premiums 
and increase policy retentions.

This was a response to deteriorating 
loss ratios for D&O and crime risks, 
he said. At that time the resolve 
of insurers to “walk away” was 
inconsistent and on some occasions, 
pressure could be brought to bear on 

insurers to avoid the worst outcomes 
in terms of premium and capacity.

“12 months on and a number of 
further developments in D&O risk 
have impacted insurance market 
conditions for financial lines even 
more,” warns Mr Lea.

“There are now very few insurers 
with appetite for growth in D&O. 
Many are restructuring their portfolio 
by non-renewing underperforming 
business or imposing onerous terms 
and conditions in order that clients 
move elsewhere at renewal. 

“Some insurers are exiting financial 
lines altogether and Lloyd’s itself 
has limited the amount of premium 
capacity in these lines for syndicates 
in 2019. In a rising premium market, 
the natural consequence of limiting 
premium capacity is reduced line  
size and non-renewal of some 
business.” ●

 
Liz Booth is contributing editor at the CII

a new report from Allianz Global 
Corporate & Specialty (AGCS) 
highlights five mega trends which 
will have significant risk implications 
for senior management in 2020  
and beyond. 

 
1.  M O RE  LITIG ATION  COMING 
F RO M “BAD N EWS”
“AGCS continues to see more claims 
against D&Os emanating from ‘bad 
news’ events not necessarily related 
to financial results,” says Shanil 
Williams, global head of financial 
lines at AGCS. “Scenarios include 
product problems, man-made 
disasters, environmental disasters, 
corruption and cyber-attacks.” These 
types of “event-driven” cases, said 
Allianz, often result in significant 
securities or derivative claims from 
shareholders after the bad news 
causes a fall in share price or a 
regulatory investigation. There has 
also been a spike in claims resulting 
from the #MeToo movement, where 
it is alleged D&Os have allowed a 
toxic culture to take hold and endure 
within companies. 

THE  VERY REASONS WHY SENIOR MANAGEMENT WA NTS THE 
C OVER ARE THE REASONS WHY INSURERS ARE TA KI NG A  HA RD 
LOOK AT THIS CLASS OF BUSINESS AND LOOKING TO  I NCRE A SE 
PRE MIUMS SIG NIFICANTLY

● A market-wide deterioration in claims developments on prior years 
of account, which is causing concern regarding the size of tail 
exposures of past years. Claims and notified matters dating back  
as far as 2012 and 2013 have continued to develop negatively for  
the market.

● Most London market insurers seeking to increase D&O rates across 
their books, in addition to managing their line sizes and capacity 
deployment generally downwards, subject to risk profile.

● Continuing pressure to increase levels of self-insured retentions 
(deductibles).

● The trading environment has deteriorated further, with traditional 
excess layer insurers now going through reserve-strengthening 
exercises and rating model overhauls.

This is combined with:
● No slowdown in the frequency and severity of US securities  

class actions.
● Unfavourable decisions regarding ADR level 1 traded shares, which 

had previously been considered as exempt from US jurisdiction.
● Defence costs inflation, particularly in criminal prosecutions and 

regulatory enforcement actions.
● Lloyd’s performance regulator placing D&O insurers under scrutiny 

and in some cases limiting their ability to continue in the class. 
● Large D&O claims emanating from environmental issues such  

as tailings dams.
● Unfavourable outcomes in previously notified claims particularly  

in Latin America.

Source: Marsh & Lockton

K E Y  T R E N D S

Securities group actions are on the rise across the globe. While countries such as the US, Canada and Australia see the highest activity  
and most developed securities class action mechanisms, overall, such mechanisms are developing and strengthening around the world.   
The Netherlands, Germany, England and Wales are showing notable development and increased activity in recent years.
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Source: Clyde & Co, AGCS

C O L L E C T I V E  A C T I O N S  A N D  L I T I G AT I O N  F U N D I N G

High Risk
Medium/High Risk
Medium Risk
Low/Medium Risk
Low Risk

The map represents the risk  
of a company to having a securities 
group action filed against it in a 
particular jurisdiction, taking into 
account the availability and 
prevalence of third-party litigation 
funding, which is regarded as  
a strong factor in the increased group 
action activity around the globe.
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I am writing this as I travel back 
from a week in Mountain View, 
California, having spent some time 
with a certain large technology 
business thinking about the future 
of insurance.
In the bubble of Silicon Valley 

with it’s driverless, steering wheel-less cars 
summoned at a moment’s notice with a 
few quick taps of the finger on your mobile 
screen, it is easy to forget the history of 
the insurance profession and the certain 
rhythm that the industry has had for much 
of its life.

When I started in the profession 15 years 
ago, I was taught about the insurance cycle. 
Like the moon, it would wax and wane, 
changing the performance of whole sectors. 
We would see new entrants or old exits, 
depending on the loss ratios and solvency 
of insurers; or the availability of capital 
in the market, chasing after the illusive 
diversified return.

Predicting when the underwriting cycle 
would turn was not a science, but an art. 
Yes, there were many inputs and signs, but 
it was tricky as no single player could turn 
a market on its own. For every player trying 
to harden rates another might just be trying 
to grow market share. 

Predicting the future was hard but trying 
to influence it was even harder. While we 
would see signalling in the insurance press 
from a war-weary CEO trying to turn a 
market; real time feedback on products  
was hard to gather and companies could 
lose significant market shares trying to 
increase pricing. 

Insurance just seemed to have a 
rhythm though, after long periods of 
a soft market perhaps the optimism 
of underwriters that a hardening 
would come was the thing that made 
it happen.

But something changed in the 
insurance market and, as market 
transparency improved, underwriting 
became more predictable. As the 
machines that helped us became 
smarter, as competition became 
better understood and as catastrophe 
losses impact lessened, the cycle 
seemed to disappear, or at least we 
entered a long soft or benign period 
for rates. Hurricanes have come and 
gone, and it has been 30 years since 
we have seen a hardening market 
across the board.

Philip Williams highlights the crucial role of the 
Society of Underwriting Professionals at a historic 

time for the underwriting market

CHANGING 
FORTUNES

Despite these conditions and 
an increasing need for solvency 
capital to write risk, we have still 
seen plenty of capital looking to 
insurance to make a return. Whether 
this be through traditional means in 
supporting insurance and reinsurers 
balance sheets, or the increasingly 
exotic instruments that we have seen 
in the last few years. 

 
CRUCIA L  TIM E
Yet, maybe nothing has changed. As 
we enter 2020, we hear reports of 
hardening across the market. Perhaps 
this is a result of regulation, claims 
inflation, new types of claims, or poor 
loss experience in the primary and 
reinsurance markets. 

Will this be another blip as followed 
the financial crisis or will this be more 
enduring? I will leave the analysis 
to those far better qualified at sage 
making. However, the underwriter’s 
role is now as crucial as ever.

During a hardening market, we 
see more churn as clients decide if 
they can find a better deal on the 
open market. Underwriters will need 
to use their skill and experience to 
distinguish between those risks that 
need to come to the open market 
and those that are making a choice. 
Transferring books of business are an 
opportunity and a risk, but the level 
and quality of information on these 
books are the best we have ever had.

We also see emerging risks in our 
portfolios that have been partly the 

cause of the recent hardening in 
many lines. These risks such as cyber 
are less mature and less understood 
than many more regular causes 
of premium inflation. Remaining 
vigilant and up to date on the impact 
of these risks are as vital as ever.

Perhaps we need to think of the 
modern underwriter as Tony Stark 
or Iron Man – a person with an 
all-powerful suit and well equipped 
with tools that will help them make 
the best decisions. I view continuing 
professional development and the 
role that the Society of Underwriting 
Professionals (SoUP) plays as just 
some of the elements of that suit that 
we continually need to improve as  
a profession.

The SoUP is writing, collating 
and curating information that is 
invaluable in the underwriter’s 
armoury. Our good practice guides 
provide up to date practical advice 
and the website contains useful 
information in both long and  
short form as well as audio and  
video content.

So, while the world innovates, 
becomes more interconnected  
and the insurance feedback loops 
get shorter, perhaps everything 
also actually stays the same – good 
underwriters using the right  
tools to navigate a hardening 
insurance market. 

Who will win? Right now, I cannot 
tell you, but for the first time in  
30 years, we are about to find out. ●

 
Philip Williams is non-executive 
director of the Society of Underwriting 
Professionals
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of occasions. But do the headlines really 
reflect the reality in the sector?

The rapid emergence of automation 
and technology in the UK insurance 
market was largely borne out of 
necessity. Faced with a challenging 
commercial environment and shifting 
customer expectations, insurers were 
forced to consider how their internal 
processes could maintain or improve 
their profit margins. This resulted in 
an increased focus on productivity and 
efficiency and a number of areas started 
to emerge where computers could do 
the job more quickly, accurately, or 

In 2013, Oxford University 
published a paper titled, 
The Future of Employment: 
How Susceptible Are Jobs to 
Computerisation? Its contents 
contained a stark message  

for underwriters: Not only were  
47% of jobs at risk of automation, but 
based on the capabilities of modern 
computers, insurance underwriting 
was one of the professions at the 
greatest risk of being automated.

In the seven years since the paper’s 
publication, the worrying statistics 
within have been repeated on a number 

TAKING 
ADVANTAGE

WHILE THERE IS NO 
DOUBT AUTOMATION 
AND TECHNOLOGY MAY 
POSE SIGNIFICANT 
CHALLENGES FOR 
UNDERWRITERS, THEY 
ARE SURMOUNTABLE

effectively than a human. 
These areas are highly visible in 

underwriting. Computers can collate 
and analyse millions of points of data 
within seconds to assess levels of risk, 
while complex algorithms can rapidly 
and accurately calculate the price of 
that risk. More than that, machine 
learning means these automated 
systems can learn from their own 
performance, tweaking and adjusting 
their calculations to continually 
improve the results they are able  
to generate. 

When confronted with these highly 

impressive systems, it is all too easy 
to assume the worst - the robots are 
coming to take to take our jobs.  
The reality is far more nuanced. 

 
CHA NGING ENVIRONMENT
Consolidation and downsizing of 
headcount are trends that continue 
across the insurance profession. 
However, in the period since 2013 
many reports point to a much 
smaller and slower reduction in staff 
than many had predicted. In some 
areas of the market, the demand for 
appropriately skilled and qualified 
underwriters outstrips supply.  

While there is no doubt 
automation and technology 
may pose significant 
challenges for underwriters, 
they are surmountable. Not 
only that, but there are opportunities 
to be taken by professionals with the 
skills and knowledge to adapt to the 
changing environment.   

We see changing customer 
expectations across many areas of 
financial services, not just insurance. 
Customers and clients are expecting 
faster outcomes, greater transparency 
and the ability to communicate 
quickly and easily. By freeing an 
underwriter from mundane or 
repetitive tasks, they can spend more 
time getting to know and understand 
the needs of their clients and 
building productive and collaborative 
relationships with key stakeholders. 

For many larger or more 
complex risks, particularly in the 
corporate environment, automated 
underwriting will only ever be 
the first stage in a longer process. 
The judgement of a human being 
and the ability to understand and 
communicate those risks will likely 
never be replaced in these situations. 
We see this across many other areas of 
insurance, with customers and clients 
happy to see large parts of the claims 
process automated, but there remains 
a strong reluctance to have no human 
involvement whatsoever.

 
NEW  HEIGHTS 
A 2019 report by McKinsey made a 
comparison that will be pleasing to 
the aviation enthusiasts among us. 
The underwriter of the future could 
be likened to a pilot: straightforward 
situations and processes will largely 
be handled by artificial intelligence, 
much like when a plane is at cruising 
altitude. The underwriter will oversee 
and supervise the flight, with the 

abilities and skills to step in 
and take over when faced 
with a challenging or  
unusual situation. 

What does this mean for 
members of the Society of 
Underwriting Professionals? 
For any professional who 
believes in the importance of 
securing the best outcomes 
for their customers and 
clients, technological 

solutions that can help to deliver this 
should be embraced. 

However, it is perfectly natural 
to feel concerned by the emergence 
of technology that could limit 
one’s career plans and aspirations. 
Continuing professional development 
is the solution: by keeping their 
knowledge and skills up-to-date and 
relevant, members can mitigate the 
risks that automation and technology 
may present, while also taking 
advantage of the many opportunities it 
will offer professional underwriters. ●

 
Matthew Hall is strategy & operations 
manager of the CII

Among reports  
of automation 

threatening the role 
of the underwriter, 

Matthew Hall argues 
that by adapting  
and improving  

skills, they are as  
essential as ever
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Liz Booth examines whether increasing pressure on corporations to 
become more sustainable means a greater demand for insurance 

DEVELOPING THE 
GREEN AGENDA

Specialist renewable energy risk advisors guide and advise developers and contractors 
alike though the phases of a project. The project is challenged at each anticipated phase 
to consider what the known risks are, as well as the potential unknowns.

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Source: Willis Towers Watson

A  T Y P I C A L  R E N E W A B L E  E N E R GY  P R O J E C T  L I F E C Y C L E

With environmental 
risks topping 
the risk list in 
this year’s World 
Economic Forum’s 

Global Risk Report, it is no wonder 
that the subject of renewable energy is 
uppermost in people’s minds.

However, developing more 
renewable energy supplies is 
complicated, often expensive and 
requires insurance.

A message echoed in the newly 
published Renewable Energy Market 
Review for 2020 from Willis Towers 
Watson which warns insurers of a 
new reality in this sector.

Graham Knight, head of global 
natural resources, Willis Towers 
Watson, said the market is facing “a 
time of unprecedented change in 
both the renewable and insurance/
risk transfer industries.”

Mr McLachlan stresses: “Insurance 
is vital to the development and 
operation of renewables projects 
worldwide – and we are here to 
pay claims for our insureds when 
things go wrong. But our product 
is only viable if it also represents 
profitable business for our capacity 
providers. If we can’t keep those 
capacity providers on board by 
managing our own risks responsibly, 
ensuring robust terms and pricing 
our premiums fairly and sustainably, 
the growth of renewable energy as an 
industry is threatened.”

He points out: “To make the size of 
this challenge perfectly clear, while 
GCube has recently had its capacity 

The insurance market has always 
responded to new challenges and has 
supported renewable energy for the 
best part of 30 years.

Now, however, Fraser McLachlan, 
CEO, specialist insurer GCube, says: 
“In a number of ways, 2019 has felt like 
a tipping point. It seems that – despite 
a lack of firm political commitment 
to net-zero at COP25 – the world has 
woken up to the severity of the climate 
crisis and the challenges it creates. 

renewed for 2020 – others have not. 
These businesses follow numerous 
others in exiting the renewables 
sector, narrowing the options 
available to asset owners.”

The impact of climate change 
will be key for successfully insuring 
this sector, he believes, explaining: 
“While ‘Hard Cat’ claims, such 
as earthquakes, floods and other 
traditional forms of Nat Cat are much 
easier to define and process, ‘Soft Cat’ 
as a result of extreme or unseasonal 
weather can be more common in 
the renewables industry – but could 
lead to vulnerability if not carefully 
managed.”

Earlier in 2019, the company had 
been warning the frequency and 
severity of insurance claims in the 
US renewable energy market have 
significantly increased in the last five 
years, meaning insurers and asset 
owners must reset their benchmark 
for renewable energy risks.

This is reflected in the Willis Towers 
Watson Review, which identifies 
several new realities that the industry 
needs to face up to at the beginning of 

the new decade, including:
●  Geopolitical clouds: Conflicts 
and other international tensions are 
seemingly threatening the renewable 
business landscape – not only stand 
offs such as the US/Iran situation 
and the issue of North Korea, but also 
serious conflicts between Turkey and 
Syria, and between India and Pakistan. 
 
●  The new risks emerging from the 
climate change threat: As the threat 
of climate change makes itself more 
apparent with every passing year, 
it is now generally accepted that 
renewables are likely to make up the 
largest share of total global energy 
supply by 2050. But the Review 
finds that the accelerated renewable 
energy industry growth brought on 
by climate change is bringing with it 
new risks and issues which need to be 
faced, particularly within sub-sectors 
such as floating offshore wind and 
hybrid renewable energy.
 
●  A hardening insurance market: The 
long period of soft market conditions, 
characterised by an excess of (re)
insurance capital and an emphasis on 
meeting premium income targets, has 
finally come to an end. Instead, faced 
with deteriorating loss ratios and 
increasing costs, the renewable energy 
insurance market seems to have come 
to a tipping point as truly hard market 
conditions have emerged during the 
course of the last 12 months.
 
●  An increasing cyber-security threat: 
there is considerable concern across 
the industry as to how to quantify and 
manage its exposure to cyber risk; at 
a recent renewables seminar hosted 
by Willis Towers Watson in Prague, 
more than 84% of delegates expressed 
concerns that the industry did not know 
how to manage this risk effectively.
 
●  Uninsurable weather risk: with 
the renewable energy industry 
particularly susceptible to weather 
volatility, index-based solutions are 
being increasingly used to address 
power generation risks, wind and low 
solar as well as power price volatility 
and power outages not linked to 
physical damage. ●    

“That, in turn, has seen public 
backing for renewables grow, 
sustained corporate investment in 
clean power via PPAs and major 
insurers withdrawing support for 
generators of fossil fuels.”

However, he also warns: 
“Simultaneously – and as the risk 
profile of the expanding renewables 
sector continues to evolve – 2019 
has also been a wake-up call for the 
insurance market.”

1 2
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Insurance policies that 
cover risks ranging from 
property damage to business 
interruption, crime to 
professional indemnity were 
predominantly created when 
cyber risk did not exist. As 

a result, they did not consider cyber 
risk in a systematic way, by either 
excluding it or explicitly covering it. 

Because of this, a number of claims 
disputes have arisen in recent years, 
notably from the NotPetya hack that 
hit multi-national firms including 
Mondelez, Maersk, Federal Express, 
and Merck.

The risks caused by these 
exposures, termed as silent cyber, 
are now posing several questions for 
underwriters across different lines 
of business as they attempt to bring 
transparency to this ever-growing 
and fast-evolving area. 

The threat of silent cyber has 
prompted insurers to look at 
individual policy wordings across 
their businesses from an enterprise 
risk management (ERM) viewpoint 
and try to assess their exposures.

IKO
N

Tim Evershed examines the impact  
of silent cyber and how the underwriting 

sector is responding 

DEFENCE 
STRATEGY

Mark Synnott, global cyber practice 
leader at Willis Re, says insurers “are 
looking to do some realistic disaster 
scenario (RDS) work, coming up 
with blackout scenarios or a major 
cloud outage. Then they will try and 
estimate their exposure and they 
might sense test that against what 
their market share might be. There 
is some rudimentary silent cyber 
modelling that they can also apply. 

“They look at the issue from around 
various angles to see what their 
downside exposure might be. But, it is 
all somewhat qualitative because it is 
very difficult to determine how much 
cyber exposure there might be in a 
traditional insurance policy when that 
policy might have been first drafted in 
the pre-digital era.”

According to Mr Synnott, modelling 
is still very rudimentary when it comes 
to silent cyber, however, insurers 
are trying to use models to quantify 
risks on a scenario basis with some 
now expanding that to probabilistic 
modelling. However, there haven’t been 
the catastrophic losses or the systemic 
losses to provide the required data.

 
CLARIFYING RISKS
Regulators were quick to respond to 
silent cyber risks with the Prudential 
Regulation Authority (PRA) sending 
the first of two letters to UK insurers 
four years ago. And insurers Lloyd’s, 
AIG and Allianz are in the vanguard of 
those insurers rethinking established 
modes of underwriting to clarify  
cyber risks. 

The crucial change is that insurers 
must now specify whether or not 
cyber exposures are included at 
policy inception – this is defined as 
‘affirmative cyber risk’.

A spokesperson from Allianz says: 
“While there is increasing interest 
from regulators or rating agencies, 
there is no standard approach across 
the industry, each company has 

to find its own way. The Petya and 
NonPetya attacks have shown that 
cyber events can impact multiple  
lines of business beyond specialist 
cyber insurance. 

“As a result, there was a potential 
lack of clarity for our clients, brokers 
and ourselves as insurers about the 
coverage under traditional policies in 
the event of cyber-related incidents. 
To address this, Allianz developed 
a new cyber underwriting strategy 
which all Allianz property and 
casualty (P&C) entities will have 
implemented for their commercial 
and corporate portfolios by end of  
this year.

“Allianz’s cyber risk underwriting 
strategy aims to provide clarity and 
certainty on cyber risk in traditional 
P&C policies. We do this by 
confirming exactly where cyber 
coverage is provided under existing 
traditional policies, or where 
dedicated cyber insurance solutions 
are needed – either through specialist 
cyber policies or cyber risk specific 
endorsements to regular  
P&C policies.” 

Allianz are among a growing 
number of underwriters that are are 
developing bespoke products to meet 
this challenge.

James Bright, senior underwriter at 
Brit Insurance, says: “Many insurers 
are building on existing products to 
develop more sophisticated offerings 
which give the client a greater level of 
protection from the full suite of cyber 
related perils. 

“For example, our cyber attack plus 
product was created to provide cover 
for physical damage and business 
interruption triggered by cyber-attack 
alongside all the conventional cyber 
coverage heads.

“While there is some awareness, 
we still have a long way to go. 
There have not been many publicly 
reported losses that drive awareness 
of products, not least as potentially 

no coverage was purchased by the loss 
affected entities. 

“Despite this, it is a very real 
risk – especially as the frequency 
and sophistication of cyber-attacks 
continues to grow. Critically, there are 
products out there that address these 
types of exposures and it is up to us as 
an industry to make people aware  
of them.”

Raising awareness among risk 
managers is the key task for the 
insurance industry as it seeks to show 
them gaps in coverage they have 
already purchased.

Shannan Fort, global cyber product 
leader at Aon, says: “The challenge 
is the traditional markets are not 
necessarily providing like-for-like 
coverage that risk managers believe 
they are losing. 

“The cyber market has products 
to fill the gap that’s being created by 
absolute exclusions on traditional 
lines policies but at a rate-in-line with 
the cyber market. Other traditional 
lines markets are looking to create 
affirmative solutions but they are 
limited in scope.

“We need to continue the 
collaboration to build significant 
solutions for clients.” ●

 
Tim Evershed is a freelance journalist
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